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Who is Ivan Pepelnjak (@ioshints)

Past
• Kernel programmer, network OS and web developer
• Sysadmin, database admin, network engineer, CCIE
• Trainer, course developer, curriculum architect
• Team lead, CTO, business owner

Present
• Network architect, consultant, blogger, webinar and book author

Focus 
• SDN and network automation
• Large-scale data centers, clouds and network virtualization
• Scalable application design
• Core IP routing/MPLS, IPv6, VPN

More @ ipSpace.net/AboutThis material is copyrighted and licensed for the sole use by JAIME SANTOS (jaimesantos23@gmail.com [88.0.91.238]). More information at http://www.ipSpace.net/Webinars
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Before We Start: Assumptions

This material is copyrighted and licensed for the sole use by JAIME SANTOS (jaimesantos23@gmail.com [88.0.91.238]). More information at http://www.ipSpace.net/Webinars
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Namespace Namespace

Recap: Network Namespaces

• Each Docker container is running in a separate network namespace
• Each network namespace has its own routing table and set of interfaces
• Each network namespace might need its own routing daemon (namespace != VRF)

Routing table Routing table

Application Application

Application Application

Routing table

Application

Application

Network stack

This material is copyrighted and licensed for the sole use by JAIME SANTOS (jaimesantos23@gmail.com [88.0.91.238]). More information at http://www.ipSpace.net/Webinars
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Namespace Access to Physical Network

Each NIC (physical or virtual) is attached to a single namespace
• How can containers (running in network namespaces) access external network?
• How can external clients reach container services?

High-level overview
• Create a virtual NICs
• Attach the virtual NIC to container namespace
• Make sure vNIC parameters cannot be changed within 

the namespace (Linux capabilities)
• Somehow connect the virtual NICs to physical network

Implementations
• Virtual NICs based on physical NICs
• vEth pairs

Namespaces

? ?
Docker

VNIC

?

VNIC VNIC

This material is copyrighted and licensed for the sole use by JAIME SANTOS (jaimesantos23@gmail.com [88.0.91.238]). More information at http://www.ipSpace.net/Webinars
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Virtual NICs Based on Physical NICs

Linux Virtual Interfaces (VIFs)
• Vlan: virtual interface for a VLAN configured on physical interface (or Linux bridge)
• Macvlan: virtual interface for a MAC address
• Ipvlan: virtual interface tied to a specific (secondary) IP addresses

Stacking virtual interfaces
• You can attach some virtual interfaces to parent interfaces
• Parent interface can be physical interface or another virtual interface

(example: macvlan VIF on top of vlan VIF)

Using virtual interfaces for containers
• Parent interface resides in host namespace
• Virtual interface resides in a container

Linux server

Namespaces

More @ https://developers.redhat.com/blog/2018/10/22/introduction-to-linux-interfaces-for-virtual-networking/
This material is copyrighted and licensed for the sole use by JAIME SANTOS (jaimesantos23@gmail.com [88.0.91.238]). More information at http://www.ipSpace.net/Webinars
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Namespace Implementations Using Virtual Switches

Typical container implementations use vEth pairs
• vEth pair = pair of virtual interfaces connected with a virtual cable
• One vEth interface is in container namespace
• Other vEth interface is in global namespace
• Interface in global namespace is attached to a port on a 

virtual switch
• Physical (or tunnel) interface is attached as an uplink to

the virtual switch

Linux server

Containers

V VV

V V
V

This material is copyrighted and licensed for the sole use by JAIME SANTOS (jaimesantos23@gmail.com [88.0.91.238]). More information at http://www.ipSpace.net/Webinars
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Docker Networking IPv4 Addressing

Inside IPv4 Addresses
• Default Docker bridge uses 172.17.0.0/16 (can be changed)
• You can use any IPv4 prefix you want on internal Docker networks

(the recommendation to use RFC 1918 address space is obvious)

Outside IPv4 Addresses
• Macvlan and L2 ipvlan interfaces are attached to physical NIC è

each container has an outside MAC+IP address
• L3 ipvlan interfaces are routed è

each Docker host needs an IPv4 prefix
• In most other cases all containers use one of the

IPv4 addresses of the Docker host (NAT)

This material is copyrighted and licensed for the sole use by JAIME SANTOS (jaimesantos23@gmail.com [88.0.91.238]). More information at http://www.ipSpace.net/Webinars
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Docker Networking IPv6 Addressing

• Docker does NOT use NAT with IPv6
• Each container network needs an IPv6 prefix

Routed solution
• Assign one or more /64 prefixes to every Docker host
• Turn Docker hosts into IPv6 routers (ideally with BGP)
• Advertise IPv6 prefixes with a routing protocol

There’s always a hack
• Assign a part of outside /64 prefix to container network(s)
• Use NDP proxy to reach containers

Old docs @ https://github.com/saturnism/docker/blob/master/docs/userguide/networking/default_network/ipv6.md
This material is copyrighted and licensed for the sole use by JAIME SANTOS (jaimesantos23@gmail.com [88.0.91.238]). More information at http://www.ipSpace.net/Webinars
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Demo Docker Setup
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Source code @ https://github.com/ipspace/docker-examples/tree/master/labs
This material is copyrighted and licensed for the sole use by JAIME SANTOS (jaimesantos23@gmail.com [88.0.91.238]). More information at http://www.ipSpace.net/Webinars
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Demo: Simple Docker Networking
This material is copyrighted and licensed for the sole use by JAIME SANTOS (jaimesantos23@gmail.com [88.0.91.238]). More information at http://www.ipSpace.net/Webinars
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Vagrant / VirtualBox 

Recap: IP Addressing in Our Demo
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Interfaces on a Docker Host

$ docker run --name C1 –itd busybox

This material is copyrighted and licensed for the sole use by JAIME SANTOS (jaimesantos23@gmail.com [88.0.91.238]). More information at http://www.ipSpace.net/Webinars



18 © ipSpace.net 2018 – 2020 Docker Networking Deep Dive

Docker Networking Uses Linux Bridges

Veth pairs link namespaces
• Container side of the pair is renamed to eth0
• Host side of the pair is visible as veth interface

Connecting containers to outside world
• docker0 is a bridge interface with an IP address
• veth interfaces are connected to docker0 bridge

Host
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Physical Network Access

Network access
• Container can access the outside world
• NAT is used to hide containers behind host IP address

Host access
• Containers can also communicate with the host

(directly with the IP address on docker0 interface)
• Host processes can communicate with containers

(IP prefix of docker0 interface is in host routing table)

Security implications
• Containers are hosts within the host
• Traffic to containers is forwarded
• The usual iptables rules do not apply
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30-Second iptables Cheat Sheet

• iptables is the CLI interface to kernel netfilter hooks

Netfilter tables
• filter – packet filters
• nat – network address translation
• mangle – adjust IP headers (example: TTL)
• raw – bypass connection tracking
• security – set SELinux security context on packets

Netfilter hooks
• prerouting – between ingress NIC and forwarding table
• input – between forwarding table and local process
• forward – within the packet forwarding process
• output – between local process and forwarding table
• postrouting – between forwarding table and egress NIC

Filter: INPUT

Local process

Filter: OUTPUT

Filter: FORWARD

This material is copyrighted and licensed for the sole use by JAIME SANTOS (jaimesantos23@gmail.com [88.0.91.238]). More information at http://www.ipSpace.net/Webinars
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30-Second iptables Cheat Sheet

Filter table chains
• input – before the packet is delivered to a local process
• output – when a packet is generated by a local process
• forward – when a packet is forwarded
• There is no prerouting or postrouting filter chain
• Every item in a chain can execute a well-known action or call another 

chain

Well-known filter table actions
• DROP, ACCEPT – obvious
• RETURN – return to previous chain

Important
• Packets delivered to containers are forwarded

Filter: INPUT

Local process

Filter: OUTPUT

Filter: FORWARD

More @ https://www.digitalocean.com/community/tutorials/a-deep-dive-into-iptables-and-netfilter-architecture
This material is copyrighted and licensed for the sole use by JAIME SANTOS (jaimesantos23@gmail.com [88.0.91.238]). More information at http://www.ipSpace.net/Webinars
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iptables Filtering Rules with Default Docker Bridge

Filter: INPUT

Local process

Filter: OUTPUT

Filter: FORWARD

Default chain policy

Create a new chain

Add a rule to a chain

This material is copyrighted and licensed for the sole use by JAIME SANTOS (jaimesantos23@gmail.com [88.0.91.238]). More information at http://www.ipSpace.net/Webinars
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Docker iptables Filtering Rules Explained

• Docker does not use INPUT or 
OUTPUT filter chains

• FORWARD chain is heavily modified 
(don’t touch it)

• Add your own forwarding filtering rules 
to DOCKER-USER chain

• Example: use DOCKER-USER chain 
to control access to docker daemon

• DOCKER-ISOLATION-STAGE chains 
will become meaningful with multiple 
networks

This material is copyrighted and licensed for the sole use by JAIME SANTOS (jaimesantos23@gmail.com [88.0.91.238]). More information at http://www.ipSpace.net/Webinars
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iptables NAT Rules with Default Docker Bridge

NAT: INPUT

Local process

NAT: OUTPUT

NAT: POSTROUTING

NAT: PREROUTING

This material is copyrighted and licensed for the sole use by JAIME SANTOS (jaimesantos23@gmail.com [88.0.91.238]). More information at http://www.ipSpace.net/Webinars
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Default Docker iptables NAT Rules Explained

• Docker modifies OUTPUT, PREROUTING and POSTROUTING NAT chains

Access to outside world: POSTROUTING
• Source IP address belongs to Docker range and output is not the Docker bridge è

perform masquerading (NAT)

Other uses
• PREROUTING and INPUT chains are used for exposed services ports

This material is copyrighted and licensed for the sole use by JAIME SANTOS (jaimesantos23@gmail.com [88.0.91.238]). More information at http://www.ipSpace.net/Webinars
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DNS Within Containers

DNS-related files are mounted as filesystems
• /etc/resolv.conf (or nsswitch.conf)
• /etc/hostname
• /etc/hosts

Changing content of DNS-related files
• Options to docker run command
• These files cannot be changed in a

running container

Default values
• Container ID is used as hostname (replace with -h option)
• Host /etc/resolv.conf file is used as a template
• Local addresses are removed from /etc/resolv.conf, Google DNS servers are added if needed

This material is copyrighted and licensed for the sole use by JAIME SANTOS (jaimesantos23@gmail.com [88.0.91.238]). More information at http://www.ipSpace.net/Webinars
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DNS With Default Docker Bridge

• Containers are using the same DNS server as the Linux host
• Container hostname is container ID unless changed with docker run -h option
• Containers cannot refer to other containers by name unless you use (legacy) --link option

This material is copyrighted and licensed for the sole use by JAIME SANTOS (jaimesantos23@gmail.com [88.0.91.238]). More information at http://www.ipSpace.net/Webinars
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Custom Bridge Networks

Docker host can contain numerous networks
• Create with docker network create command
• Specify network driver

(bridge, host, macvlan, ipvlan, overlay…)
• Specify additional options

(inter-container isolation)
• Connect containers to networks with --network option 

of docker run command

Custom bridge network implementation
• Similar to docker0
• iptables are used to prevent inter-network container 

communication
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Demo: Custom Bridge Networks
This material is copyrighted and licensed for the sole use by JAIME SANTOS (jaimesantos23@gmail.com [88.0.91.238]). More information at http://www.ipSpace.net/Webinars
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Creating a Custom Bridge Network

DNS and connectivity tests
• DNS works within custom bridge networks but not on docker0
• All containers can reach Linux host and outside world
• Containers connected to different Docker networks can’t communicate

$ docker network create \
--driver=bridge \
--subnet=192.168.99.0/24 br0

$ docker run -itd --name c1 \
--network=br0 busybox

$ docker run -itd --name c3 busybox
$ docker run -it --name c2 \
--network=br0 busybox
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Creating a Docker Bridge Network

• Use bridge driver in docker network create command
• Specify the subnet or subnet / ip-range / gateway
• Docker bridge name does not match the Linux bridge name

(use com.docker.network.bridge.name option to change it)
• Bridge driver options can be used to disable NAT, change MTU, or default port binding IP address

This material is copyrighted and licensed for the sole use by JAIME SANTOS (jaimesantos23@gmail.com [88.0.91.238]). More information at http://www.ipSpace.net/Webinars
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Advanced Docker Network Options

$ docker network create --driver=bridge \
--subnet=192.168.99.0/24 --ip-range=192.168.99.16/28 \
--gateway=192.168.99.254 \
-o 'com.docker.network.bridge.name=br0' br0

This material is copyrighted and licensed for the sole use by JAIME SANTOS (jaimesantos23@gmail.com [88.0.91.238]). More information at http://www.ipSpace.net/Webinars
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Advanced Docker Network Options

$ docker network create --driver=bridge \
--subnet=192.168.99.0/24 --ip-range=192.168.99.16/28 \
--gateway=192.168.99.254 \
-o 'com.docker.network.bridge.name=br0' br0

$ docker run -it --network br0 --rm busybox

This material is copyrighted and licensed for the sole use by JAIME SANTOS (jaimesantos23@gmail.com [88.0.91.238]). More information at http://www.ipSpace.net/Webinars
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Docker Containers Connected to Multiple Networks

This material is copyrighted and licensed for the sole use by JAIME SANTOS (jaimesantos23@gmail.com [88.0.91.238]). More information at http://www.ipSpace.net/Webinars



36 © ipSpace.net 2018 – 2020 Docker Networking Deep Dive

Docker Containers Connected to a Network with Advanced Options

.[]|{
Name, Gateway: .IPAM.Config[]|.Gateway,
Endpoints: [

.Containers|to_entries[]|{
Name: .value.Name, IPv4: .value.IPv4Address }

]
}

This material is copyrighted and licensed for the sole use by JAIME SANTOS (jaimesantos23@gmail.com [88.0.91.238]). More information at http://www.ipSpace.net/Webinars
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iptables Filtering Rules with Multiple Docker Bridges

This material is copyrighted and licensed for the sole use by JAIME SANTOS (jaimesantos23@gmail.com [88.0.91.238]). More information at http://www.ipSpace.net/Webinars
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iptables NAT Rules with Multiple Docker Bridges

NAT: INPUT

Local process

NAT: OUTPUT

NAT: POSTROUTING

NAT: PREROUTING

This material is copyrighted and licensed for the sole use by JAIME SANTOS (jaimesantos23@gmail.com [88.0.91.238]). More information at http://www.ipSpace.net/Webinars
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Custom Bridge Networks – Reachability Summary
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DNS Server in Custom Docker Networks

• Docker is running a DNS server for every 
custom network

• The Docker DNS server is always 
reachable on 127.0.0.11

• Docker DNS server resolves names of 
other containers connected to the same 
bridge

• DNS server provides name resolution for 
all networks a container is connected to

$ docker run --network br0 –itd busybox

This material is copyrighted and licensed for the sole use by JAIME SANTOS (jaimesantos23@gmail.com [88.0.91.238]). More information at http://www.ipSpace.net/Webinars
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Host

Connecting a Container to Multiple Networks

• A container can be connected to many Docker 
networks

• Docker automatically adds interfaces, and adjusts 
container routing table

• Docker DNS server is enabled as soon as the 
container connects to a custom network
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$ docker network connect br0 C3
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Custom Bridge Network with Container Isolation

$ docker network create \
--driver=bridge \
-o "com.docker.network.bridge.

enable_icc=false"
--subnet=192.168.99.0/24 br0

$ docker run -itd --name c1 \
--network=br0 busybox

$ docker run -itd --name c3 busybox
$ docker run -it --name c2 \
--network=br0 busybox
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Demo: Bridge Networks without inter-container communication

Source code @ https://github.com/ipspace/docker-examples/tree/master/labs
This material is copyrighted and licensed for the sole use by JAIME SANTOS (jaimesantos23@gmail.com [88.0.91.238]). More information at http://www.ipSpace.net/Webinars
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Custom Bridge Network with Container Isolation

DNS and connectivity tests
• DNS works within custom bridge networks but not on docker0
• All containers can reach Linux host and outside world
• Containers in custom network cannot communicate (like PVLAN)

$ docker network create \
--driver=bridge \
-o "com.docker.network.bridge.

enable_icc=false"
--subnet=192.168.99.0/24 br0

$ docker run -itd --name c1 \
--network=br0 busybox

$ docker run -itd --name c3 busybox
$ docker run -it --name c2 \
--network=br0 busybox
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iptables Filtering Rules with Container Isolation

Filter: INPUT

Local process

Filter: OUTPUT

Filter: FORWARD
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Networks with Container Isolation – Reachability Summary
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Recap: Other Docker Network Options

Bridge Networks
• Bridge (Linux interface) name
• Enable IP masquerading
• Default IP for inbound port binding
• MTU

Common to all network types
• IP range or subnet
• Gateway
• IPv6 support
• Isolated (internal) network
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Isolated (Internal) Networks

$ docker network create \
--driver=bridge \
--internal \
--subnet=192.168.99.0/24 br0

$ docker run -itd --name c1 \
--network=br0 busybox

$ docker run -itd --name c3 busybox
$ docker run -it --name c2 \
--network=br0 busybox
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Demo: Isolated Networks

Source code @ https://github.com/ipspace/docker-examples/tree/master/labsc
This material is copyrighted and licensed for the sole use by JAIME SANTOS (jaimesantos23@gmail.com [88.0.91.238]). More information at http://www.ipSpace.net/Webinars
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Isolated (Internal) Networks

$ docker network create \
--driver=bridge \
--internal \
--subnet=192.168.99.0/24 br0

$ docker run -itd --name c1 \
--network=br0 busybox

$ docker run -itd --name c3 busybox
$ docker run -it --name c2 \
--network=br0 busybox
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iptables Filtering Rules for Internal Networks

Filter: INPUT

Local process

Filter: OUTPUT

Filter: FORWARD
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Internal Networks – Reachability Summary
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Demo: Special Docker Network Types

Source code @ https://github.com/ipspace/docker-examples/tree/master/labs
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Special Docker Networking Types

Special network types
• none – container has no network interfaces
• host – container uses host TCP stack

Use cases for host networking
• Privileged networking daemons

(example: can modify the host routing table)
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Running a Container with an Exposed Port (Network Service)

$ docker network create \
--driver=bridge \
--subnet=192.168.99.0/24 br0

$ docker run -d --name app \
--network=br0 webapp

$ docker run -it --name c3 busybox
$ docker run -it --name c2 \
--network=br0 busybox
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Demo: Container running a service

Source code @ https://github.com/ipspace/docker-examples/tree/master/labs
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Running a Container with an Exposed Port (Network Service)

$ docker network create \
--driver=bridge \
--subnet=192.168.99.0/24 br0

$ docker run -d --name app \
--network=br0 webapp

$ docker run -it --name c3 busybox
$ docker run -it --name c2 \
--network=br0 busybox
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Running a Container with an Exposed Port
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How Does It Work?
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Publishing a Container Port

$ docker network create \
--driver=bridge \
--subnet=192.168.99.0/24 br0

$ docker run –d –p 4000:80 --name app \
--network=br0 webapp

$ docker run -it --name c3 busybox
$ docker run -it --name c2 \
--network=br0 busybox
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Demo: Publishing a Container Port

Source code @ https://github.com/ipspace/docker-examples/tree/master/labs
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Publishing a Container Port

$ docker network create \
--driver=bridge \
--subnet=192.168.99.0/24 br0

$ docker run –d –p 4000:80 --name app \
--network=br0 webapp

$ docker run -it --name c3 busybox
$ docker run -it --name c2 \
--network=br0 busybox
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Running a Container with a Published Port
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Publishing a Container Port: NAT iptables Rules

Caveats
• Published port is available on all host IP addresses
• Two containers cannot use the same port (must be solved in the orchestration system)
• Published port is not protected with INPUT iptables filter
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Binding a Published Port to a Single IP Address

$ docker network create \
--driver=bridge \
--subnet=192.168.99.0/24 br0

$ docker run –d \
–p 192.168.0.1:4000:80 \
--name app \
--network=br0 webapp

$ docker run -it --name c3 busybox
$ docker run -it --name c2 \
--network=br0 busybox
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Demo: Binding a Published Port to an IP Address

Source code @ https://github.com/ipspace/docker-examples/tree/master/labs
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Binding a Published Port to a Single IP Address

$ docker network create \
--driver=bridge \
--subnet=192.168.99.0/24 br0

$ docker run –d \
–p 192.168.0.1:4000:80 \
--name app \
--network=br0 webapp

$ docker run -it --name c3 busybox
$ docker run -it --name c2 \
--network=br0 busybox

Host

C1
Application

Libraries

Networking stack

V

Networking stack

V

Cloud

V

V

C2
Application

Libraries

Networking stack

V

C3
Application

Libraries

Networking stack

V

V
STOP

Port

Port

This material is copyrighted and licensed for the sole use by JAIME SANTOS (jaimesantos23@gmail.com [88.0.91.238]). More information at http://www.ipSpace.net/Webinars



72 © ipSpace.net 2018 – 2020 Docker Networking Deep Dive

Running a Container with a Published Port Bound to IP Address

Reachable from On container
IP + port
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Notes
• External hosts could be able to access the published port

(depends on networking setup)
• Published port could be bound to 127.0.0.1 è

only host processes would be able to access it
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Binding a Container Port to Host IP Address: NAT iptables Rules

Notes
• Multiple containers could use the same port on different IP addresses
• Published port is not protected with INPUT iptables filter
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Takeaways

• Single-host Docker networks use Linux bridge
• Containers are connected to the default network unless specified otherwise
• Default network allows external access and inter-container communication

You can also
• Create additional networks
• Create completely isolated networks
• Disable inter-container communication and IP masquerading (outgoing NAT)
• Select a host IP address to use for port binding
• Select a different outgoing IP address for IP masquerading (advanced, requires iptables manipulation)
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Takeaways

• Docker containers can expose service ports
• Other containers attached to the same network can access those services directly
• Docker DNS server performs name resolution on non-default bridged networks

You can also
• Map an exposed container port to a published port on Docker host
• Bind a published port to a specific IP address (or all host IP addresses)
• Docker host performs DNAT from host-IP:published-port to container-ip:exposed-port
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Network Security in Docker

Default
• All containers within a network can communicate with one another
• Containers can access host services
• Containers can access outside services using the IP address of the Docker host (NAT masquerading)
• Container services are not protected with INPUT iptables rules

Docker security options
• Isolated networks
• Private VLANs
• Binding exposed ports to specified IP address(es)

Third-party solutions: Cilium, Trireme, Calico, Contiv…
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Refresh: Docker Swarm Fundamentals

Docker Swarm = high-availability cluster of Docker hosts
• Cluster-wide virtual networks
• Cluster-wide service or application stack deployment
• Automatic restart of failed containers
• Horizontal service scaling and load balancing
• Service discovery using DNS

(alternatives: consul, etcd…)
• Service deployment using compose-like

YAML files

More in Introduction to Docker webinar
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Docker Swarm Control- and Data-Plane Protocols

TCP 2377 – RPC interface for Docker Swarm (IANA registration)
TCP/UDP 7946 – Gossip protocol (Docker-specific port)
UDP 4789 – VXLAN

This material is copyrighted and licensed for the sole use by JAIME SANTOS (jaimesantos23@gmail.com [88.0.91.238]). More information at http://www.ipSpace.net/Webinars
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Refresh: Swarm-Wide Networks

Docker Swarm uses overlay driver to build virtual cluster-wide L2/L3 networks
• VXLAN encapsulation
• Container-MAC to VTEP mapping with Gossip protocol
• Optional IPsec/AES encryption (keys managed by Swarm managers)

IP (layer-3) transport network

VXLAN

IP
VTEP

VXLAN

IP
VTEP

VXLAN

UDP

IP / IP-MC

L2 (Ethernet)

VNI: 1 VNI: 2 VNI: 2 VNI: 3
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Demo Swarm Setup

Manager

Container
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Networking stack

Networking stack

Container
Application

Networking stack

Vagrant / VirtualBox 

Worker1

Networking stack

10.0.2.2

10.0.2.15

10.0.2.2

10.0.2.15 192.168.33.2

192.168.33.3

Source code @ https://github.com/ipspace/docker-examples/tree/master/labs

Worker2

Networking stack

192.168.33.4

Swarm-wide Docker network
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Docker Networks Created on Swarm Initialization

• ingress – network connecting Swarm services (including ingress load balancer) across Swarm members 
• docker_gwbridge – connects containers using overlay networks to the local host
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85 © ipSpace.net 2018 – 2020 Docker Networking Deep Dive

Containers Connected to Swarm Networks Use docker_gwbridge

Host

Container
Application

Libraries

Networking stack

Overlay

VV

VV

Local net

This material is copyrighted and licensed for the sole use by JAIME SANTOS (jaimesantos23@gmail.com [88.0.91.238]). More information at http://www.ipSpace.net/Webinars



86 © ipSpace.net 2018 – 2020 Docker Networking Deep Dive

Using docker_gwbridge

Host

Container
Application

Libraries

Networking stack

Overlay

VV

VV

Local net

• Every container connected to a Swarm network is also connected to 
docker_gwbridge – a Docker network using Linux bridge with disabled 
inter-container communication

• The connection to docker_gwbridge is not included in 
docker inspect data

• The in-container default route points to docker_gwbridge, enabling
communication with the outside world

• You can disconnect a container from docker_gwbridge with
docker network disconnect command (expect weird results)

Modifying docker_gwbridge parameters
• Docker Swarm needs a bridge network named docker_gwbridge
• You can create that network before starting/joining Swarm and change 

any parameters you wish (subnet, bridge driver settings…)
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Container Networks Displayed By Docker Inspect Command
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Connections to docker_gwbridge Network

Host

Test container
Application

Networking stack

ov0

VV

VV

docker_gwbridge
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Disconnecting a Container from docker_gwbridge

• You can request to disconnect a container from docker_gwbridge network
• The API call fails after disconnecting the container
• In a word: Don’t
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Creating a Swarm-wide Overlay Network

• Use attachable option if you want to connect individual containers to overlay networks
• Default overlay network subnets: a /24 prefix from 10.0.0.0/8 (configurable in /etc/docker/daemon.json)

Manager

Networking stack

Worker1

Networking stack

192.168.33.2 192.168.33.3

Worker2

Networking stack

Swarm-wide Docker network

$ docker network create --attachable –-driver overlay –-subnet 192.168.1.0/24 ov0

See https://capstonec.com/2019/10/18/configure-custom-cidr-ranges-in-docker-ee/ for details on changing Docker default prefixes
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Overlay Networks Don’t Appear in iptables
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Overlay Networks Are Not Displayed as Linux Bridges

• Overlay Docker Swarm networks don’t appear as Linux bridges
• They behave in exactly the same way as isolated bridge-based Docker networks

Mystery solved:
• Overlay networks are created in dedicated namespaces
• Those namespaces are created in /var/run/docker/netns directory (and thus somewhat hard to see)
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Each Overlay Network Is in a Separate Namespace

• Link /var/run/docker/netns to /var/run/netns to enable ip netns to display Docker namespaces
• ingress_sbox namespace belongs to ingress load balancer container
• Namespace id 0 belongs to ingress overlay network

Host

ov0

V

V

V

docker_gwbridge

ingress

Ingress_sbox?

?
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Overlay Networks (and Namespaces) Are Instantiated When Needed

• Namespace, Linux bridge and VXLAN interface are created when an overlay network is first used
• Docker networks on worker nodes are also instantiated on as-needed basis

Host

Test container
Application

Networking stack

ov0

VV

VV

docker_gwbridge
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Docker Swarm Network – Local Components

• br0 - Linux bridge connecting containers with VXLAN transport interface
(the same IP address is configured on all Swarm nodes)

• Multi-point VXLAN transport interface
• Virtual Ethernet interfaces connecting containers to overlay network
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Deploying Containers on Multiple Swarm Hosts

Next steps
• Deploy containers on 

multiple hosts

Inspect
• VXLAN interface parameters
• VXLAN (MAC-to-VTEP) 

mappings
• ARP cache

Source code @ https://github.com/ipspace/docker-examples/tree/master/labs
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Docker VXLAN Transport

• Docker is using unicast VXLAN with statically-configured MAC-to-VTEP mappings and ARP entries
• Proxy ARP is enabled on VXLAN interface – all ARP requests are answered locally
• The kernel asks userland program to populate L2 (FDB) or L3 (ARP) entries when needed
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Port Publishing for Standalone Containers

• Standalone containers are 
connected to overlay and 
docker_gwbridge 
networks

• Port publishing creates a 
NAT rule mapping host 
port to a container port on 
docker_gwbridge

This material is copyrighted and licensed for the sole use by JAIME SANTOS (jaimesantos23@gmail.com [88.0.91.238]). More information at http://www.ipSpace.net/Webinars



Load Balancing in
Docker Swarm Node

This material is copyrighted and licensed for the sole use by JAIME SANTOS (jaimesantos23@gmail.com [88.0.91.238]). More information at http://www.ipSpace.net/Webinars



101 © ipSpace.net 2018 – 2020 Docker Networking Deep Dive

Deploying Swarm-Wide Service

• Deploy Swarm-wide application web server (see Introduction to Docker for details) publishing port 80
• Explore port publishing and load balancing in Docker Swarm
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Networking stack

Networking stack
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Networking stack
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Swarm-wide Docker network
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Create a Multi-Instance Service
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Service Containers Are Attached to Ingress Docker Network

• Containers running as part of a service are connected to ingress network (and an overlay network)
• Ingress network handles incoming connections to published service ports

Host

websvc
webapp

Networking stack

ov0

VV

VV

ingress
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Service Containers Are Also Attached to docker_gwbridge

• Similar to standalone containers, service containers connect to docker_gwbridge network
• The docker_gwbridge network is used for outbound connections, and does not appear in docker inspect
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Service Containers Are Also Attached to docker_gwbridge (2)

You can see the hidden container attachment with docker network inspect command
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NAT Table Translates Published Port to a Port on docker_gwbridge

• NAT rules are mapping published service port to an IP address on docker_gwbridge network
• The destination IP address is not a container IP address

This material is copyrighted and licensed for the sole use by JAIME SANTOS (jaimesantos23@gmail.com [88.0.91.238]). More information at http://www.ipSpace.net/Webinars



107 © ipSpace.net 2018 – 2020 Docker Networking Deep Dive

NAT Table Maps Service Port to ingress_sbox

What exactly is ingress-sbox?
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Load Balancing in Docker Swarm Node

Containers started as part of a service connect to:
• Overlay virtual network (if specified)
• ingress overlay virtual network
• docker_gwbridge network (for outbound connections)

Inbound connections
• Host TCP stack maps published port to port on ingress_sbox container
• ingress_sbox container is a simple load balancer that maps inbound 

requests to exposed TCP port

Host

WebApp

Overlay

WebApp WebApp

ingress

docker_gwbridge
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Where Is the ingress_sbox Process?
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Exploring iptables in ingress_sbox Network Namespace

• DNS mapping rules (similar to most containers)
• IPVS masquerading rule è Docker might use IPVS load balancer

IPVS basics
• Simple load balancer implemented in Linux kernel
• Uses direct server return or source NAT (the option Docker selected)
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IPVS Setup in ingress_sbox Namespace

• Firewall Mark (internal packet marking) is used to select IPVS service
• Firewall Mark is set by mangle iptables rules
• Mangle rules set a different Firewall Mark for every Docker Swarm service based on destination TCP port

Destination TCP port after a packet exits IPVS is still 8080. What next?
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Final Port Remapping Happens in Service Container Namespace
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Swarm Service Incoming Connections: End-to-End Picture (Part 1)

• Ethernet NIC receives a packet addressed to a published port on host IP address
• NAT rules match on TCP port and map destination IP address to ingress_sbox IP address
• Modified packet is routed to docker_gwbridge subnet and bridged to veth link to ingress_sbox

namespace

serviceingressingress_sboxHost TCP stack
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Swarm Service Incoming Connections: End-to-End Picture (Part 2)

• Packet is received on veth interface in ingress_sbox namespace
• Mangle rules set firewall mark
• IPVS intercepts the packet, selects a load balancing service based on the firewall mark, and selects an IP 

address of one of the available service containers
• Destination IP address is rewritten
• Packet is routed within the ingress_sbox namespace and sent to veth interface toward ingress namespace

serviceingressingress_sboxHost TCP stack
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Swarm Service Incoming Connections: End-to-End Picture (Part 3)

• Packet is received on veth interface in ingress namespace
• Destination MAC address points to outgoing veth interface

è packet is bridged toward a service container
• Packet is received on veth interface in a service container
• NAT rules rewrite destination port number to actual service port number
• Packet is routed to local process

serviceingressingress_sboxHost TCP stack
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Swarm Service Incoming Connections: Remote Containers (Part 1)

• Packet is received on veth interface in ingress namespace
• Destination MAC address points to outgoing VXLAN interface

è packet is bridged to vxlan0 interface
• Static MAC-to-VTEP mapping is used to find destination IP address
• VXLAN packet is generated and routed through host TCP/IP stack to Ethernet NIC

serviceingressingress_sboxHost TCP stack
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Swarm Service Incoming Connections: Remote Containers (Part 2)

• VXLAN packet is received by destination Swarm node
• VXLAN interface is selected based on VNI è packet is passed to vxlan0 interface in ingress namespace
• Destination MAC address points to outgoing veth interface

è packet is bridged toward a service container

serviceingressingress_sboxHost TCP stack
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Swarm Service Incoming Connections: Return Traffic

• Connection tracking entries are created by every NAT rule and IPVS
• Service container sends return traffic to ingress interface of ingress_sbox load balancer
• NAT connection entry in service container remaps port number
• IPVS connection entry changes IP addresses: source to ingress_sbox VIP address, destination to original 

client’s IP address
• NAT connection entry in host TCP/IP stack changes source IP address to host IP address

serviceingressingress_sboxHost TCP stack
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From a Single Node to a Swarm

• All overlay networks are stretched across all swarm members
• Docker networks are instantiated on as-needed basis
• VXLAN interfaces and namespaces are created when a container is 

attached to a Docker network
• Published ports work exactly like on standalone Docker nodes

Swarm-wide services
• docker service deploys containers across swarm members
• ingress_sbox container is deployed on every swarm member node
• ingress overlay virtual network connects load balancers on all swarm 

member nodes to all containers with published ports
• Incoming TCP session can arrive to any swarm member node
• ingress_sbox load balancer can map inbound requests to any 

container (including containers on other swarm nodes) Host

WebApp

Overlay

WebApp WebApp

ingress

docker_gwbridge
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Load Balancing in Docker Swarm
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Adding External Load Balancer
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Questions?

Web: ipSpace.net
Blog: blog.ipSpace.net
Email: ip@ipSpace.net
Twitter: @ioshints

Data center: ipSpace.net/NextGenDC
Automation: ipSpace.net/NetAutSol
Public cloud: ipSpace.net/PubCloud
Webinars: ipSpace.net/Webinars
Consulting: ipSpace.net/Consulting

This material is copyrighted and licensed for the sole use by JAIME SANTOS (jaimesantos23@gmail.com [88.0.91.238]). More information at http://www.ipSpace.net/Webinars


