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Click to edit Master title styleAWS Well-Architected Security Pillar

• Encompasses the ability to protect 
information, systems, and assets

• Provides business value using solid risk 
assessment and mitigation strategies and 
techniques

• Implements several cloud design 
principles to strengthen system security
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• Implement a strong security foundation
• Enable traceability
• Apply security at every layer
• Automate security best practices
• Protect data in transit and at rest
• Separate people from direct data access
• Prepare for security events and incidents
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• The AWS Security Reference Architecture (AWS SRA) 

is a holistic set of guidelines for deploying the full 
complement of AWS security services in a multi-
account environment

• It can be used to help design, implement, and 
manage AWS security services so that they align 
with AWS best practices

• The overall architectural guidance complements 
detailed, service-specific recommendations such as 
those found on the AWS security website

@iconshock.com
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• AWS operates and manages the components from the host 

operating system and virtualization layer down to the physical 
security of the facilities in which the services operate.

• The AWS global infrastructure is designed to security best 
practices and security compliance standards on top of some of 
the most secure computing infrastructure in the world.

• AWS provides tools and information to assist customers in their 
efforts to account for and validate that controls are operating 
effectively in their extended IT environment.
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• Change root user details (password)
• Change Support Plan
• Payment options and billing
• Close an AWS account
• Sign up for GovCloud
• Create an Organization and Master 

Account
• Transfer Route 53 domain to another 

account

@iconshock.com
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• If you have generated an access 

key for your AWS root account, 
strongly consider deleting it

• Instead, use your account email 
address and password to sign into 
the AWS Management Console 
and create an IAM user for 
yourself that has administrative 
privileges @iconshock.com
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• Rotate root account password regularly
• To delete (or rotate) your AWS 

account access keys, go to the Security 
Credentials page in the 
AWS Management Console

• Never share your AWS account password or 
access keys with anyone

• Configure root account challenge questions at
https://console.aws.amazon.com/billing/home?
#/account/

@iconshock.com
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• Provide a six-digit single-use code in addition to your standard 

credentials before given access to the AWS Account settings 
or AWS services and resources

• AWS MFA supports the use of both hardware tokens 
and virtual MFA devices
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• AWS requires that all API requests must include a 

digital signature to verify the requestor identity
• Offers message integrity and anti-replay 

protection
• Digital signature is calculated using a SHA256 

cryptographic hash where the input includes the 
text of your request and you’re a key derived 
from your secret access key (forward secrecy)

• With AWS SDKs to generate requests, the digital 
signature calculation is done for you
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• AWS KMS has provided support for asymmetric keys
• You can generate, manage, and use public/private 

key pairs to protect your application data using the 
new APIs through the AWS SDK

• Keys can be generated as CMKs where the private 
piece never leaves the service, or as a data key where 
the private portion is returned to your calling 
application encrypted under a CMK.

• RSA 2048, RSA 3072, RSA 4096, ECC NIST P-256, ECC 
NIST P-384, ECC NIST-521, and ECC SECG P-256k1.
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• Protect secrets used across all supported AWS services
• Allows you to rotate, manage, and retrieve:

• Database credentials
• API keys
• Secrets throughout lifecycles

• Rotation schemes integrates with:
• Amazon RDS for MySQL
• Amazon RDS for PostgreSQL
• Amazon Aurora
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• In March 2021 multi-Region secrets were 
introduced to replicate secrets for multi-region 
workloads

• Three new rules were added to AWS Config to help 
admins verify that secrets are configured based on 
organizational requirements

• There is now a higher secrets hard limit of 500,000 
per account
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• Systems Manager enables you to manage servers 
running on AWS and in your on-premises data 
center through a single interface

• It securely communicates with a lightweight agent 
installed on your servers to execute management 
tasks

• This helps you manage resources for Windows and 
Linux operating systems running on Amazon EC2 or 
on-premises

@iconshock.com
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• You can easily and securely access your 
Amazon EC2 instances through an 
interactive one-click browser-based shell 
or through the AWS CLI without having to 
open inbound ports, maintain bastion 
hosts, or manage SSH keys

• You can find this service in AWS Systems 
Manager@iconshock.com
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• Offers powerful techniques for managing all kinds of security 

incidents including operational and availability issues
• Can automatically act upon CloudWatch alarms
• Runs pre-configured response plans and engages with first 

responders through SMS and phone calls
• Can enable chat commands and notifications using AWS 

Chatbot
• Runs automation workflows with Systems Manager 

Automation runbooks
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• An SSO dynamic bastion solution 
• AppStream spins-up fresh instances 

each time a user requests access
• As soon as the session closes and 

the Disconnect Timeout period is 
reached, AppStream terminates the 
instance

@iconshock.com
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Segment 2: Identity and Access 
Management (IAM) & 
AWS SSO
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• A user can be any individual, system, or application that 

interacts with AWS resources, either programmatically or 
through the AWS Management Console or AWS CLI

• Use your AWS account root user email address 
and password to sign in to the IAM console at: 
https://console.aws.amazon.com/iam/

• In the navigation pane, choose Users and then Add user.
• For User name, type a user name, such as Administrator.

https://console.aws.amazon.com/iam/
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• A standalone policy that is created and administered by AWS
• Makes it easier to assign suitable permissions to users, 

groups, and roles without manual configuration
• Job function policies align closely to commonly used job 

duties in the IT industry
• You can still create standalone “customer managed” policies
• It is recommended to begin by copying an existing AWS 

managed policy and then making changes
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• An AWS IAM entity that has a set of permissions 

that can be assumed by another entity
• Use roles to allow applications running on your 

Amazon EC2 instances to securely access your 
AWS resources

• You can share resources in one account with 
users in a different account

• If you deploy large fleets of elastically scaling EC2 
instances, IAM roles can provide a more secure 
and convenient way to manage the distribution 
of access keys
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• Provide access for an IAM user in one AWS 

account that you own to access resources in 
another account that you own

• Provide access to IAM users in AWS accounts 
owned by 3rd parties

• Provide access for services offered by AWS to 
other AWS cloud resources

• Provide access for externally authenticated 
users
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Segment 3: Infrastructure 
Security



Click to edit Master title styleSecurity Begins with Subnet Design



Click to edit Master title styleThe New VPC Wizard



Click to edit Master title styleThe New VPC Wizard



Click to edit Master title styleAWS CloudFormation Templates



Click to edit Master title style
Automate Detective Controls with CloudFormation

• The Well-Architected initiative recommends automating the 
deployment of detective controls using CloudFormation

• This involves several key services including:
• AWS CloudTrail – an API monitoring service that allows for 

governance, compliance, operational auditing, and risk auditing 
of your AWS account

• Amazon GuardDuty - a threat detection service that 
continuously monitors for malicious or unauthorized behavior

• AWS Config - a service that lets you assess, audit, and evaluate 
the configurations of your AWS resources
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• Instances that you launch into a VPC can't 
communicate with your own (remote) network by 
default.

• In a VPC, a VPN connection refers to the connection 
between your VPC and your own network.
1. Attach a virtual private gateway to the VPC
2. Create a custom route table
3. Update the security group rules
4. Create an AWS managed VPN connection
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AS
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• AWS Transit Gateway allows customers to connect their VPCs 

and their on-premises networks to a single gateway
• You can easily to scale your networks across multiple accounts 

and Amazon VPCs to keep up with growth
• You only need to create and manage a single connection (hub) 

from the central gateway to each VPC, on-premises data center, 
or remote office across your network

• Any new VPC is simply connected to the Transit Gateway and is 
then automatically available to every other network that is 
connected to the Gateway
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• AWS Direct Connect provides an alternative to using the 

Internet to utilize AWS cloud services
• Establishes private connectivity between AWS and your 

datacenter, office, or colocation environment
• Private network connections may reduce costs, increase 

bandwidth, and provide a more consistent network 
experience than Internet-based connections

• All AWS services (e.g. Amazon EC2/VPC, S3, and DynamoDB) 
can be used with Direct Connect
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Network ACLs

• NACLs allow stateless traffic filtering and management of IPv4 
and IPv6 traffic

• Applies to all inbound OR outbound traffic from a subnet 
within a VPC

• Can contain ordered rules (ACE’s) to permit or deny based on 
IP protocol (for example GRE, IPSec ESP, ICMP), service port, 
and source/destination IP address

• NACLs are agnostic of TCP and UDP sessions

• NACLs work in conjunction with security groups and can 
permit or deny traffic before it reaches the security group
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• AWS Documentation » Amazon Virtual Private Cloud » User Guide » 

Security » Recommended Network ACL Rules for Your VPC
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Security Groups

• A security group is a virtual layer 3/4 stateful firewall that controls 
the (whitelisted only) traffic flow for its associated instances

• SGs operate at the hypervisor level for all EC2 instances and other 
VPC objects

• All EC2 instances are launched with the default SG unless a user-
defined SG is specified when spun up

• An unchanged default SG will permit communication between all 
resources within the security group AND allows all outbound traffic

• All other traffic is implicitly denied
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• Security groups are stateful—if you send a request from your 

instance, the response traffic for that request is allowed to flow in 
regardless of inbound security group rules

• IOW, Responses to allowed inbound traffic are allowed to flow out, 
regardless of outbound rules

• You add the inbound rules to control incoming traffic to the instance 
and outbound rules to control the outgoing traffic from your instance

• Remember: You can specify allow rules, but not deny rules
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• To associate a security group with an instance, it is best practice 

to specify the security group when you launch the instance
• When you create a security group, it has no inbound rules. 

Therefore, no inbound traffic originating from another host to 
your instance is allowed until you add inbound rules to the 
security group

• By default, an SG includes an outbound rule that allows all 
outbound traffic but no inbound traffic is allowed until you add 
inbound rules to the security group
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Network ACL Security Group
Functions at the network level Functions at the instance level
Supports allow and deny rules Supports allow rules only 

(whitelisting)
Stateless so return traffic must be 
explicitly allowed

Stateful so that return traffic is 
automatically allowed

Rules are processed in a numbered 
order

All rules are evaluated before deciding 
to allow traffic

Applies automatically to all of the 
instances in the associated subnet

Applies to the instance only
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AWS Web Application Firewall (WAF)

• AWS WAF is a web application firewall that lets you monitor 
the HTTP and HTTPS requests forwarded to Amazon 
CloudFront or an ELB Application Load Balancer

• At a basic level WAF can:
• Allow all requests except for ones you designate (permissive)

• Block all requests except for ones you designate (restrictive)

• Count the requests that match the properties that you specify 
(monitor mode before deployment) 
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• IP addresses of originating requests
• Country that requests originate from
• Values in request headers 

(e.g. User-Agent, Content-Type)
• Literal or regex string patterns that appear 

in requests (e.g. [cC][mM][dD].[eE][xX][eE])
• Length of requests (buffer overflows)
• Presence of SQL injection code that is likely to be malicious
• Presence of a malicious cross-site scripting attack

@iconshock.com
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Firewall Manager

• Centrally configure and manage firewall rules across all 
accounts and applications in AWS Organizations

• Quick rollout of WAF rules for your Application Load Balancers, 
API Gateways, and Amazon CloudFront distributions

• AWS Firewall Manager integrates with Managed Rules for AWS 
WAF

• Configure new VPC Security Groups and audit any existing 
security groups for EC2, and Application ELBs

• Deploy Network Firewalls across accounts and VPCs in your 
organization
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Segment 4: Additional Security 
Services
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• Included with AWS WAF at no additional cost beyond what 

you are paying for AWS WAF and your other AWS services
• AWS technologies that are built from the ground up to 

provide resilience in the face of network and transport layer 
DDoS attacks

• For web application attacks, you also can use AWS WAF to 
configure web access control lists (web ACLs) that target 
network layer DDoS regex request patterns and help to 
minimize the effects of a DDoS attack
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AWS Shield Advanced

• Provides expanded DDoS attack protection for your Elastic 
Load Balancing load balancers, CloudFront distributions, and 
Amazon Route 53 hosted zones

• Includes intelligent DDoS attack detection and mitigation for 
OSI layers 3 through 7

• You get 24x7 DDoS response team (DRT) assistance during a 
DDoS attack
• You must have a Business or Enterprise Support Plan

• You have exclusive access to advanced, real-time metrics and 
reports for deep visibility into attacks on your AWS resources
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• The AWS Shield Threat Landscape 

Report (TLR) offers a summary of 
threats detected by AWS Shield

• The report is produced by the AWS 
Threat Research Team (TRT) that 
persistently monitors and evaluates 
the threat landscape to formulate 
security controls for AWS customers
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• GuardDuty is a managed threat detection service that 
continuously monitors for malicious or unauthorized behavior 

• It monitors for unusual API calls or potentially unauthorized 
deployments that indicate a possible account compromise (Zero 
Days)

• GuardDuty also detects potentially compromised instances or 
reconnaissance by attackers

• Uses proprietary ML and AI along with strategic partners
• In 2021 AWS launched domain reputation modeling which can 

identify malicious domain 7-14 days before commercial threat 
feeds
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• When GuardDuty detects suspicious or 

unexpected behavior it generates a finding
- a notification that has the details about 
an impending security issue

• The finding details include information 
about what occurred, what AWS resources 
were involved in the suspicious activity, 
when this activity took place, and other 
data

• Another newer feature is GuardDuty for 
EKS Protection
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• Analyzes and visualizes security findings 

from the GuardDuty console to a Detective 
console

• IP Address Drill Down feature is useful for 
forensic teams performing investigations to 
determine events taking place from an EC2 
instance

• Supports AWS Organizations to simplify 
security operations and investigations 
across all accounts

• It leverages the Detective Graph Database
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• Security Hub is a cloud security posture management service 

that offers a consolidated view of your security status in AWS
• You can automate security checks, manage security findings, 

and classify the highest priority security issues across your 
AWS environment using:
• Amazon GuardDuty
• Amazon Inspector
• S3 bucket policy findings from Amazon Macie
• Also integrated partner solutions like Forcepoint

Cloud Security Gateway (CSG)
@iconshock.com
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• Continuously scan AWS accounts for configuration errors using: 

• Center for Internet Security (CIS) AWS Foundations 
benchmarks

• PCI DSS v3.2.1 benchmarks
• AWS Foundational Best Practices Standards

• Report on security check results at the account and multi-
account level to recognize your global security posture

• Use the Hub's summary dashboards and filtering rules to 
identify and prioritize which findings
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• Enabling Security Hub grants it permissions to import findings 

from:
• Amazon GuardDuty
• Amazon Inspector
• Amazon Macie
• AWS IAM Access Analyzer
• AWS Firewall Manager

• AWS offers a 30-day free trial @iconshock.com
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Encryption and Key Management in AWS

• Client-side encryption: You encrypt you data and 
manage your own keys

• Server-side encryption: AWS encrypts data and
manages the keys for you

• Key Management
• On your own
• AWS Management Key Service (KMS)
• AWS Partner Solutions (Sophos, Trend, etc.)
• AWS Cloud HSM

@iconshock.com
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• There are three types of CMKs in AWS accounts: customer 

managed CMKs, AWS managed CMKs, and AWS owned CMKs
• Customer managed CMKs are CMKs in your AWS account that 

you create, own, and manage
• AWS managed CMKs are CMKs in your account that are created, 

managed, and used on your behalf by an AWS service that 
integrates with AWS KMS

• AWS owned CMKs are not in your AWS account. They are part 
of a collection of CMKs that AWS owns and manages for use in 
multiple AWS accounts - AWS services can use AWS owned 
CMKs to protect your data
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• When you create an encrypted EBS 

volume and attach it to a supported 
instance type, the following types of 
data are encrypted:
• Data at rest inside the volume
• All data moving between the volume and 

the instance
• All snapshots created from the volume
• All volumes created from those snapshots

• You can encrypt both the boot and data 
volumes of an EC2 instance

@iconshock.com
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• You can enable the EBS Encryption by Default feature

• AWS encrypts new EBS volumes on launch
• AWS encrypts new copies of unencrypted snapshots

• Newly created EBS resources are encrypted to your account's 
default CMK unless you specify a custom CMK in the EC2 
settings or at instance launch

aws ec2 enable-ebs-encryption-by-default
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• Backed with the Amazon S3 Service Level Agreement
• Designed to provide 99.999999999% durability and 99.99% 

availability of objects over a given year
• Designed to sustain the concurrent loss of data in two facilities
• Amazon S3 further protects your data using versioning
• Deploy VPC endpoints for accessing Amazon S3
• Use Bucket Policies instead of ACLs (only use ACLs sparingly 

for controlling object-level access)
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• A data bunker is a secure account which stores critical 

security data in a secure location
• Only select members of your security team should have 

access to this account
• Security teams should:

• Create a new security account in a multi-account organization
• Create a secure S3 bucket in that account
• Turn on CloudTrail for the organization and send the logs to this 

bucket in the secure data account
• You may want to also consider what other data you need to 

store there (i.e., secure backups)
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• Every request made to its control API must be authenticated – signed with an 
HMAC-SHA signature only accessible through TLS-enabled endpoints

• Private Content Feature controls who can download content from CloudFront
• Origin Access Identities can control access to original copies of objects
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• Amazon CloudFront supports the TLSv1.1 and TLSv1.2 protocols for 
HTTPS connections between CloudFront and your custom origin 
webserver

• Selection of cipher suites includes ECDHE protocol on connections to 
both viewers and the origin
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• AWS Organizations provide policy-based management for 

multiple AWS accounts
• Create groups of accounts
• Automate account creation
• Apply and manage policies for account groups

• Can also use Organizations to automate the creation of new 
accounts through APIs

• Organizations centrally manage Service Control Policies (SCPs) 
across multiple accounts without using custom scripts or 
manual processes
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